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The Dark Side of Digitalization
Smart

Connected

Hackable

Exploitable
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Cyberattacks are a reality
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Direttiva NIS/NIS2 
(Dlgs n.138, 4/9/2024)



Security and Safety go arm in arm
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SECURITY SAFETY

IT OT



A few numbers

• 83% of attackers is cybercrime
• +138% attacks against CI in Italy in 

2022
• 39% of attacks against CI involve the 

energy sector, at the global level
• 20% of victims are «multiple targets»
• 65% of attacks are due to clumsy user 

behaviour
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https://www.money.it/cybersecurity-138-di-attacchi-alle-infrastrutture-critiche-nel-2022
https://www.money.it/cybersecurity-138-di-attacchi-alle-infrastrutture-critiche-nel-2022
https://www.cybersecurity360.it/cybersecurity-nazionale/cyber-security-delle-infrastrutture-critiche-tendenze-e-normative-ue/
https://www.cybersecurity360.it/cybersecurity-nazionale/cyber-security-delle-infrastrutture-critiche-tendenze-e-normative-ue/


Dave, an ineliminable vulnerability
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“Companies spend millions of dollars on 
firewalls, encryption and secure access 
devices and it is money wasted because none 
of these measures address the weakest link 
in the security chain which are the people 
who use, manage, operate and are 
responsible for the computer systems that 
contain protected information.” 
– Kevin Mitnick, U.S. Senate Committee on 
Governmental Affairs, March 2, 2000

https://en.wikipedia.org/wiki/Kevin_Mitnick


Cybersecurity is not a product, but a process
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ISA/IEC 62443 is a series of standards that address cybersecurity for 
operational technology in automation and control systems.



How to start up?

• Framework Nazionale di Cybesecurity
• Uno strumento di autovalutazione
• Profilo attuale → Profilo target
• Adattato dal NIST Cybersecurity Framework

• Controlli Essenziali di Cybersecurity
• N.15 controlli

• Inventario dispositivi e software (4), Governance (1), Protezione da Malware (1), 
Gestione password e account (3), Formazione e consapevolezza (1), Protezione dei 
dati (2), Protezione delle reti (1), Prevenzione e mitigazione (2)
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Profilo attuale

Profilo target

maturità

pr
io

ri
tà

https://www.cybersecurityframework.it/
https://www.nist.gov/cyberframework
https://www.cybersecurityframework.it/sites/default/files/Presentazione Controlli EssenzialiMontanari.pdf


Come vi possiamo aiutare

• Consulenza tecnica 
• Formazione
• Valutazione della consapevolezza e della preparazione
• Master di I livello in Cybersecurity
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https://cybersecuritymaster.it/


Gianluca Dini

• Professore Ordinario di Sistemi di Elaborazione 
• Fondatore e già Direttore del Master in 

Cybersecurity 
• Direttore del Centro Universitario “Sistemi 

Logistici”, Livorno 
• Contatti

• Email: gianluca.dini@unipi.it
• Tel.:    +39 050 2217 549
• Cell.: +39 349 5870 269
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